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Procedure: SEPO Data Backup and Recovery 
Phase: Global

Procedure Owner:  SSC San Diego SEPO 

Description:  This procedure defines the methodology to be used within the Systems Engineering Process Office (SEPO) at the Space and Naval Warfare (SPAWAR) Systems Center San Diego (SSC San Diego) for ensuring that computer stored data is properly backed up in a timely manner such that data is preserved and is recoverable in a reasonable timeframe.

Entry Criteria/Inputs: 

· All SEPO Team members are familiar with the SEPO Data Backup and Recovery Process.

· Documents and data exist that need the protection provided by this process.

· Data has been inadvertently deleted and recovery is needed.
Exit Criteria/Outputs: 

· None – this is a continuous process

Roles:  

· SEPO Director - The SEPO Director is responsible for establishing the management expectations that the SEPO Data Backup and Recovery Procedure will be followed.

· SEPO Team Members  - The SEPO team members are responsible for following the guidelines described in this procedure.

· SEPO Quality Assurance - The SEPO QA will perform periodic audits to ensure the SEPO Data Backup and Recovery Procedure is being followed.

· SEPO Data Backup and Recovery Procedure Customer  - All SEPO team members are the customers of the SEPO Data Backup and Recovery Procedure.
· SEPO Data Backup and Recovery Procedure Owner - SEPO is the owner of this procedure.  A SEPO team member as assigned by the SEPO Director shall perform incorporation of DCRs and other updates.

Assets/References: 

a. Access to SSC San Diego intranet and corporate server for document/data storage

Tasks: 

1. Data Backup

2. Data Recovery

Measures:

(       N/A

PROCEDURE STEPS

1. Data Backup

Each SEPO team member will continually ensure documents, data, and courseware subject to this procedure are stored on corporate servers to take advantage of SSC San Diego corporate data backup and recovery procedures.  This requires each SEPO team member to have either an NMCI or S&T Network user account that allows access to the corporate servers. 

2. Data Recovery

Recovery of data is accomplished by requesting that the SSC San Diego (619-524-3330) or NMCI helpdesk (1-866-843-6624) restore necessary data to the appropriate directory from the appropriate backup set. 
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